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CYFENCE

Information Security Management System (ISMS)
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CIA Model

Confidentiality — N1sSnyaA2UaU

Confidentiality

Integrity — A2UQNEIDV/ADIUEUYSIUDOUDYA

Information

Availability — ADWWwSaUlEoU Security

Integrity Availability
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ISO/IEC 27001 : 2022

The new ISO/IEC 27001:2022 revision was published on the 25th of October 2022

ISO
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Information Technology — Security techniques - 2013

Code of practice for information security controls

Name Changed

Information security, cybersecurity and privacy

2022

protection — Information security controls



Benefits of ISO 27001
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ISO/IEC 27001: 2022 Structure

Clauses: Mandatory Processes

Annex A: Controls

(A.5 — A.8)

4. Context of Organization

4 )
4 Categories

5. Leadership « Organisational

6. Planning * People
e Physical

7. Support e Technological

8. Operation 93 Controls

9. Performance Evaluation

10. Improvement
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Deming Cycle (PDCA)

e 4, Context
e 5. Leadership
e 6. Planning
e 7.Support

\_

e 8. Operation

(

e 10. Improvement

\_

e 9, Performance
Evaluation:

J
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Deming Cycle (PDCA)
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Clause 4: Context of Organization

Understand the organization

Understand the needs and expectations

Determine the scope of ISMS

P w A

Information security management system
* Establish

* Implement

® Maintain

®* Continual Improvement
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Clause 5: Leadership

What are the roles of top management?

D
Leadership

Continual

improvement

Information
Security
Awareness Task and

Assignment

™
responsibility K

= —
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Clause 6: Planning

1. Risk Assessment and Treatment Plan

What controls
Likelihood you choose?
Criteria Who is the risk
Impact owhers?

Targeted date?

2. Objective and Plan

®* Resources
©

* Who takes responsibility? O Bg
* How long will it take to reach goals? I T ':

Nt orenee

Statement of

Annex A
Applicability
(SoA)
Residual Risk?
A o
!
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Clause 7: Support

Resources Competence Awareness

Documented

Communication .
Information
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Clause 8: Operation

Operational Planning and Controls

Risk Assessment

Risk Treatment




Clause 9: Performance Evaluation

Monitoring,
Measurement,
Analysis, Evaluation
e KPI

> When
> Who

Internal Audit

®* |A Checklist
* |APlan
e |A Report

» Conformity/
Nonconformity

%
o

Q}l

Management Review

ISMS Committee Meeting
Report

> Status

> Change

> Result

> Interested Parties

> Risk Assessment and
Treatment Plan

» Opportunities for
Improvement
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Clause 10: Improvement

Is there any nonconformity?

What is the corrective action?

How to improve continuously?

Documented Information

nt CYFENCE
Securing your Business © National Telecom All Rights Reserved



ISO/IEC 27001 Major Changes Summary

®* Introduced Clause 6.3 Planning of changes

®* Controls in Annex A are grouped into 4 main Categories (Organizational, People, Physical,
and Technological) instead of the previous 14.

®* The total number of Annex A controls was reduced from 114 to 93

®* 11 new controls added to in Annex A

e Threat intelligence » Physical security monitoring e Configuration management
e Information security for use e Information deletion
of cloud services » Data masking
» ICT readiness for business o Data leakage prevention
continuity

e Monitoring activities
» Web filtering

e Secure coding
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First—party Audits

Second—party Audits

Third—party Audits

N1S61SJAUS=LIIUNMETU (Internal Audit) yavaoAnslagdIKUIN
KSOKUIYOIUGSIIUSELOUNIY LU

61S2dLWaUSLTUUS=ZNSNIWNISAIUUIIUKSOADIUEDGAdDINU
JoNIKUG

n1sesoaUs:zlIUNTgUaN (External Audit) leawidouleddulde

61S2ALWOUSELTUDINISANTUDIUYDIDIANSTOONADINUADII
612ON1SYDOWIBUSNIS KSayiddouladduldansalu

nAseIsdaUssLIoUNMguan (External Audit) legrkudg01UDESE 970
KUD8SUSD0 ISO/IEC 27001 (Certification Body)

1S29L0ioUalUSUSDOUNGISTIU 9IA UIGISTIU ISO/IEC 27001
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Audit Activity

e Audit Criteria e Evaluation e Audit
(ISO/IEC 27001 Findings
e Audit Evidence
\_ J \__ J \_ J
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